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Abstract: The advancement of cloud computing has enabled service providers to provide diversity of cloud services
to users with different attributes at a range of costs. Finding the suitable service from the increasing numbers of
cloud services that satisfy the user requirements such as performance, cost and security has become a big challenge.
The variety on services description none uniformed naming conventions and the heterogeneous types and features of
cloud services led to make the cloud service discovery a hard problem. Therefore, an intelligent service discovery
system is necessary for searching and retrieving appropriate services accurately and quickly. Many studies have
been conducted to discover the cloud services using different techniques, such as ontology model and agents
technology. The existing ontology for cloud services does not cover the cloud concepts and it is intended to be used
for specific tasks only. This study represents the cloud concepts in a comprehensive way that can be used for cloud
services discovery or cloud computing management.
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INTRODUCTION

The Internet has become one of the most important
communication media in the world due to its usage in
various life areas such as e-business, education, health,
e-governments, social networking and other services.
The rapid development of information technology in
the recent years motivates many organizations and
enterprises to use searching methods to keep
operational cost, achieve scalability, good performance
and high efficiency in resource utilization
(Soundararajan and Govil, 2010). Distributed systems,
parallel computing, grid computing, virtualization and
other technologies have evolved over the years. The
inflexibility, high cost and deficiency of scalability of
these technologies are ineffective for business
requirements. Recently, cloud computing has emerged
to meet business requirements by trying to complement
these technologies and add new features to resources
and application provisioning.

Cloud computing is a model that allows users to
use the hosted services (hardware and software) that are
available over the Internet. Recently, the majority of
popular sites are hosted on a cloud, including social
networking, email, document sharing and online
gaming (Shimba, 2010). There are two players in cloud
computing, cloud providers and cloud consumers. The
cloud providers keep enormous computing resources

(services) in their large datacenters and rent these
services to consumers on a pay-per-use basis (Lee,
2012). The development of Service-Oriented
Architecture (SOA) and cloud computing, have arisen a
large number of service providers that offer a diversity
of services for users with different performance
attributes and costs which are used widely in every day,
including the virtual hosting services, storage services
and Web application services (Zhao et al., 2012;
Yongbo and Ruili, 2011). The cloud customers have
faced a problem of how to find the best cloud service
from the growing numbers of cloud providers that
satisfy the QoS requirements such as performance, cost
and security (Garg et al., 2013).

Finding the convenient service that satisfies the
user requirements based on both functional and non-
functional requirements have become a big challenge
(Wu et al.,, 2012). In general, the user can use the
search engine, such as Google to search for a suitable
service. But, it is not effective and efficient enough
specifically if the services are similar but with different
attributes (Chang et al., 2012). The general search
engine has been developed for searching on published
documents and it is based on keyword search whereas
the data on the cloud computing are considered as
unpublished documents. So, it is necessary to search for
these important cloud data that it is hard for general
search engine, as a Google, to search it (Miyano and
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Uehara, 2012). Unfortunately, the users cannot quickly
search all kinds of current cloud services due to the
absence of service discovery mechanism, open
protocol, or specific criteria (Zhang et al., 2013). The
traditional Web Service Definition Language (WSDL)
describes the service from technical viewpoint
including features of service, interface operations,
binding, etc., (Chinnici et al., 2007). These descriptions
are not sufficient for describing the services that are
delivered via the Internet from a business viewpoint and
in which the cloud computing services are of business
service type. Business service is concerned with the end
to end delivery between the provider and customers. It
depends on a particular period of time, cost and service
level agreements which represent the important
parameters for searching for the cloud services
(Cardoso et al., 2010; Zeng et al., 2009).

Despite the considerable amount of research works
on addressing the various challenges in cloud
computing such as data processing and migration
(Hausenblas et al., 2012; Menzel and Ranjan, 2012;
Truong et al., 2012), knowledge management (Fehling
et al., 2012), accessibility (White, 2011) and security
and privacy (Ren ef al., 2012; Pearson and Benameur,
2010), cloud services discovery still largely remains an
untouched area (Wei and Blake, 2010).

The limitations of the traditional search tools and
the problem of matching between user requirements
and services advertised by cloud providers can be
overcome  through ontologies and  semantic
technologies (Lupiani-Ruiz et al., 2011). It is also
useful for information retrieval (Valencia-Garcia et al.,
2008), information integration (Wang et al., 2006),
service discovery (Castells et al., 2007), question
answering  (Valencia-Garcia et  al, 2011),
recommendation (Garcia-Crespo et al., 2011) and
information management (Colomo-Palacios et al.,
2010).

Existing cloud computing ontologies are mostly
general and detailed ontologies of each cloud
computing are still missing (Androcec et al., 2012).
With the help of ontology, they can deal with various
types of queries and allocate resources suitable for the
type of services and description of jobs requested from
cloud users. Cloud users request a job with detailed user
requirements, such as deadline, budget, CPU size, type
of operating system, storage size and QoS parameters,
response time, reliability, availability and so on (Ma
et al., 2011). The Cloud Services Ontology (CSO)
describes data semantics of cloud services, which is
critical in the sense that cloud services may not
necessarily use identifying words (e.g., cloud,
infrastructure, platform and software) in their names
and descriptions (Noor et al., 2013).

This study represents the cloud concepts in a
semantic meaning using ontology which can be used for
cloud services discovery or cloud computing
management. The developed ontology will improve a
query searching mechanism for selecting the most
relevant cloud services.
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LITERATURE REVIEW

In information systems, ontology is used to
describe knowledge in a certain domain. Ontologies
consist of hierarchical definitions of important concepts
in a domain and descriptions of the properties of each
concept. Usually suitable terminologies and the
semantic properties are expressed in the form of the
ontologies (Gruninger and Lee, 2002). Ontology in
information systems used to represent the knowledge of
particular domain in a hierarchical form. The significant
concepts and the characteristics description of every
concept are determined by this hierarchy. Ontologies
have three major uses, which are: to accomplish
interoperability, facilitate the communications among
software systems and to assist the communication
among humans (Jasper and Uschold, 1999; Maedche
and Staab, 2001). Recently, the cloud computing
services have been increasing rapidly. Therefore, the
need for a taxonomy framework has become necessary
to classify the cloud services based on their attributes
such that they become easy for understanding and
comparing them. There are common characteristics
among cloud services, such as Infrastructure as a
Service (IaaS), Platform as a Service (PaaS) and
Software as a Service (SaaS) and there are specific
characteristics for each one. The common
characteristics include license type, user group,
payment mode, security measures etc. Some specific
characteristics of laaS are supported by the operating
systems and/or virtualization technology. The PaaS
services have specific attributes such as languages,
environments and operating systems supports. The
SaaS services have a specific characteristic
customer/application domain (Hoefer and Karagiannis,
2010). Ontology defines a common vocabulary for
information sharing in a domain. The definition of
common and shared domain concepts in the ontologies
enables machines to exchange semantics along with the
syntax (Maedche and Staab, 2001). In a service
discovery or resource management for cloud
computing, the speedy and accurate services acquisition
plays an important role in the management of the cloud
computing resources. The decision that will be made
based on the inaccurate knowledge or delay in choosing
the services (resources) will affect the performance and
may affect other factors too.

Related works: Many researchers have developed
systems to allow users to find the suitable services that
satisfy the desired needs. They have also developed
many algorithms for resources management. Many of
them have used the ontology model to represent the
cloud services and to performe the process of matching
between the available services and the desired needs
(Kang and Sim, 2010; Sim, 2012; Chang et al., 2012).
Ontology can be defined as a formal, “explicit
specification of a shared conceptualization” (Studer
et al., 1998; Kang and Sim, 2010). Ontology contains a
set of concepts on the domain and the relationships
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between these concepts. It can be applied into
information retrieval to deal with user queries (Reshma
and Saravana Balaji, 2012). Ontology (Shih et al.,
2009; Flahive et al., 2006, 2009; ZadJabbari et al.,
2010) refers to representing and understanding of some
domain concepts. It has been presented as a useful
model for enabling system intelligence and improving
the system ability to obtain system semantics.

The author’s work (Rodriguez-Garcia et al., 2013)
has dealt with two major issues:

e The semantic annotation of the features of cloud
services

e The discovery of cloud services that meet users’
needs

They built a semantic search engine that leverages the
cloud service related annotation which is added as
metadata to the cloud services description on the web
contents in order to improve the precision and recall of
the search results. Detailed cloud ontology is presented
by Youseff, et al. (2008) which demonstrates the
classification of cloud into five layers. These five layers
of the cloud services are categorized as Hardware as a
Service (Haas), Software kernel, Cloud Software
Infrastructure comprised of laas, Data Storage as a
Service (DaaS) and Communication as a Service
(CaaS), Cloud Software Environment (PaaS) and Cloud
Application (SaaS). This study covers only the delivery
model of the cloud computing and discusses every
layer’s strengths, boundaries and reliance on preceding
computing perceptions. The classification of cloud
services and pricing models are proposed by Weinhardt
et al. (2009). They Weinhardt et al. (2009) presented
the three layers of ontology:

e Infrastructure
e Platform
e Application as a service

It can be used by the Cloud users and providers to map
the present cloud services and can put pricing schemes.
The work by Dastjerdi et al. (2010) provides an
ontology-based discovery for QoS aware deployment of
appliances on IaaS providers. An ontology-enhanced
Cloud service discovery system is proposed by Han and
Sim (2010). The system enables users to select Cloud
providers based on the provided ontology. The authors
(Tahamtan et al., 2012) claimed that their ontology is
much better in providing querying possibilities and is
more comprehensive than the existing works where
their work considers the three layers IaaS, PaaS and
SaaS and it focuses on ontology based discovery of
Cloud providers. Our work is a complement for the
Tahamtan et al. (2012) that will be used for cloud
services discovery and cloud resource management and
it is more comprehensive.

An ontology-based resource management of Cloud
providers is proposed by Ma et al. (2011). A
Recommendation System (RS) is described by Han
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et al. (2009) for cloud computing. This approach is
most suitable for design time decisions as it is used
statically to provide a ranking of available cloud
providers. Smit e al. (2012) presented a methodology
for the implementation of a service-oriented application
which  presents relevant metadata information
describing cloud services via a uniform RESTful web
service. The mOSAIC project developed by Moscato
et al. (2011) defining a common ontology, aims at
developing an open-source platform that enables
applications to negotiate Cloud services as requested by
users. The ontology techniques to find cloud services
closer to cloud service consumers’ requirements are
exploited by proposing a Cloud Service Discovery
System (CSDS) by Kang and Sim (2011). Particularly,
Kang and Sim proposed a cloud ontology where agents
are used to perform several reasoning methods such as
similarity reasoning, equivalent reasoning and
numerical reasoning. In addition, Noor et al. (2013)
have used different cloud services ontology with
different relations (is-a) and (is-not-a) relations to
increase the accuracy of the discovery results. This
study of Noor ef al. (2013) is complementary to Kang
and Sim (2011) for use in bigger environments (i.e., the
world wide web) where they have developed a Cloud
Service Crawler Engine, that is used to collect metadata
related to cloud services through search engines.

This study is complementary for the existing works
representing the cloud computing activities such as
service delivery models, deployment models and other
activities in a comprehensive ontology. It also covers
the Quality of Servicr (QoS) and Service Level
Agreement (SLA) requirements. This study can be used
for different purposes including cloud services
discovery and cloud resources management and it can
be used during design time or at runtime decisions.

METHODOLOGY
Different  authors  have  used  different
methodologies for the complementation of their

research. Griininger and Fox (1995) have established
different conditions for characterizing the completeness
of the ontology. According to Noy and McGuinness
(2001), there is no single correct way to model domain
ontology, as there are always alternative ways to model
it. Methodology used by Ahmed et al. (2007) focuses
on the user domain but does not study the inter-
relations between these concepts. Domain ontology for
a product family is proposed by Kumara (2006) to
identify artifacts. Many authors have used the

methodology  called the  METHONTOLOGY
(Fernandez-Lopez et al., 1997) for the development
of their ontology. This methodology

(METHONTOLOGY) is based on the idea of software
engineering which defines a set of tasks to be
performed for developing a consistent and complete
conceptual model. Moreover, METHONTOLOGY
helps in building ontologies from scratch and it can be
applied for the reuse of existing ontologies. So we have
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also chosen this methodology (METHONTOLOGY)
for this research due to the aforementioned reasons.

Ontology construction: Ontologies are being
commonly used to bring semantics to the World-Wide
Web (WWW). The WWW Consortium (W3C)
developed the Resource Description Framework (RDF)
(Brickley and Guha, 2000), a language for encoding
knowledge on Web pages to make it understandable to
electronic agents searching for information. The
Defense  Advanced Research Projects Agency
(DARPA), in conjunction with the W3C, developed
DARPA Agent Markup Language (DAML) by
extending RDF with more expressive constructs aimed
at facilitating agent interaction on the Web (Hendler
and McGuinness, 2000). More recently, the W3CWeb
Ontology Working Group developed Web Ontology

Table 1: Some of cloud computing concepts

Language (OWL) (Bechhofer et al., 2004) based on
description logic, maintaining as much compatibility as
possible with the existing languages, including RDF
and DAML.

The knowledge in ontologies is mainly formalized
and five kinds of components are used: classes,
relations, attributes, axioms and instances. The process
of ontology construction consists of many phases. The
first phase is the requirement analysis which specifies
the concepts of ontology, attributes of concepts,
relations between the concepts, axioms and the
instances. A consistent conceptual model is determined
in the design phase. In the development phase, the
ontology formalization is performed using an
appropriate ontology language which can assist the
ontology to be updated in the phase of maintenance
according to the target domain concepts (Zeshan and

Cloud services concepts
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Fig. 1: Cloud computing ontology

Mohamad, 2012). The steps of cloud services ontology
construction are achieved as follows.

Entity extraction: Extracting the entities is the process
of discovering the concepts, the characteristics of these
concepts and relationships among them. These concepts
are collected from different relevant published papers
(Hoefer and Karagiannis, 2010; Youseff et al., 2008;
Tahamtan et al., 2012; Moscato et al., 2011; Ma et al.,
2011; Wei and Blake, 2012; Zhang et al., 2012; Smit
et al., 2012; John, 2009; Weinhardt et al., 2009; Han
and Sim, 2011; Han and Sim, 2011; Chang et al.,
2012). Table 1 provides some of the concepts related to
cloud computing services.

Taxonomy formation: The concepts are arranged by
the taxonomy in a hierarchical way in order to provide
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the ontology with a structure to be understood by a
human and to integrate it with other ontologies. The
property "is-a" is used to define the relation among
different domain concepts. The taxonomy and
Hieracrhy of cloud services ontology is presented in
Fig. 1.

Concepts relationships: Relationship among the
domain concepts is determined by the properties and
attributes that distinguish the domain classes. There are
two types of properties: object property and data
property. The relationship between two individuals is
defined by object property, whereas data property is
used to define the relationship between individual and
XML Schema data type or RDF literal. The object
properties and data properties for the cloud computing
ontology are shown in Fig. 2.
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Table 2: Logical axioms for the cloud ontology
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Axioms: Axioms provide a proper way to add logical
expressions to ontology. Such logical expressions can
be used to refine the concept and relationships in the
ontology. Axioms are used to design an explicit way of
expression that is always true. Axioms can be used for
defining the meaning of several components of the
ontology, defining complex relationships and verifying
the correctness of the information or obtaining new
information. Table 2 presents the axioms for the cloud
computing ontology.

cloud ontology.

Cloud services individuals: Individuals or instances
represent the objects in the domain. In this study the
individuals represent the cloud services provided by
cloud providers. Figure 3 shows some individuals of the

Consistency checking: Checking the consistency of
ontology is very necessary as it detects the duplicating
individuals which may be reducing the usefulness of the
ontology. In order to perform this checking, the Protégé

Property assertions: m1.small

Object property assertions
W has0OS5Type Ubuntu
® hasPayementMode PaySubscription
W hasCPU CPUintel1

Data property assemions
@ hasMemorySize 1.761
@ hasPrice 0.08
@ hasNetworkPerformance "Low"
@ hasProviderName "Amazon"
@ hasinstanceFamily "General purpose”

-

@ hasStorageSizeMax 148.8

4]

Fig. 3: Example of cloud service instance
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has supported a number of reasoners such as FaCT++
and HermiT. The FaCT++ reasoner has been used to
assess the cloud computing ontology in this study. The
reasoner is also very important for ontology query
where the query is sent first to the reasoner for
consistency checking versus the rules of the ontology.
The query will be processed only if there are no
inconsistencies, otherwise, the requester will receive the
error message (Zeshan and Mohamad, 2012). The
Reasoner checks if a specific class is a subclass of
another class. If a class consists of any instances, it
checks the consistency of the ontology and computes
the inferred ontology class hierarchy (Horridge, 2009).
In Protége, it is possible to view the class hierarchy in
two different modes: the asserted class hierarchy and
the inferred class hierarchy. The asserted class
hierarchy is the class hierarchy constructed manually by
the developer before compiling the reasoner. The
inferred class hierarchy is the hierarchy constructed by
the reasoner. The result of the FaCT++ reasoner of this
study is shown in Fig. 4.

DISCUSSION

In cloud computing, many of cloud providers
provide different cloud services with different
attributes. Searching the cloud services with preferred
attributes using the traditional search engines such as
Google, Yahoo and others is not a suitable method due
to the time consuming to browse and choose the

Table 3: Work evaluation

suitable service from the services returned offered by
these search engines. Traditional search engines are
based on the keyword search whereas searching for
cloud services is multi-criteria based. To overcome the
time consuming and keyword based searching issues
(or  limitations), knowledge-base  system for
representing the cloud computing services concepts in a
semantic meaning is achieved using ontology. In
information retrieval, service discovery,
recommendations and other scopes, using ontology and
semantic technology have been proved to be useful
models (Rodriguez-Garcia et al., 2013).

In this study, an ontological model for organizing
the knowledge of cloud computing services has been
explored. The developed ontology explains the
concepts, attributes of the concepts, axioms, individual
and the relationship among these concepts for the cloud
computing services domain. Table 3 shows the
contribution of our work based on the following
evaluation criteria.

Taxonomy: Is a hierarchy created according to data
internal to the concepts in that hierarchy. It helps
ontology engineers to find possible incompatibilities
among the concepts.

Consistency: Means the ontology parts agree with each
other. For example, the inferred knowledge from
ontology does not contain contradictory knowledge.

Ontology Taxonomy Consistency

Domain covered

Relationship Preciseness Automation

Rodriguez-Garcia N N e Cloud services discovery

Automatic

etal. (2013) e Service models (SaaS, PaaS,

laaS)
Youseff et al. (2008)

Service models (SaaS, PaaS,

Manual

IaaS, CaaS, DaaS)

Weinhardt et al. (2009)

\/
\/
IaaS)
Dastjerdi et al. (2010) v
\/

Ma et al. (2011)

laaS)
Moscato et al. (2011) v \/

Service models (SaaS, PaaS, v

Service models (IaaS) J
Qos discovery

Resource management J
Service models (SaaS, PaaS,

Cloud services discovery J

Manual

Manual

Manual

Manual

e Resource management
e Service models (SaaS, PaaS,

laaS)
e SLA

Kang and Sim (2011) v \ e Cloud services discovery J

Manual

e Service models (SaaS, PaaS,

TaaS)
Noor et al. (2013) v

J e Cloud services discovery J

Manual

e Service models (SaaS, PaaS,

TaaS)
Our ontology

v J e Cloud services discovery J J

Manual

e Resource management
e Service models (SaaS, PaaS,
IaaS and others)

e SLA
e QoS
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Domain coverage: Specifies which domain of ontology
is covered such as cloud services discovery and cloud
computing resources management and which cloud
services models support including SaaS, PaaS, IaaS and
other models. In addition to the attributes of those cloud
services such as QoS and SLA.

Relationship: Refers to the rich relations among
concepts.

Preciseness: Means that the axioms, created relations
and restrictions are involved in the constructed
ontology.

Automation: Refers to the way of constructing the
ontology where there are three kinds including manual,
semi-automated and automated.

This study provides a comprehensive ontology that
covers many aspects of cloud computing such as cloud
services models (SaaS, PaaS, IaaS, DaaS, CaaS and
others), cloud computing deployment (Private, Public,
hybrid and community), QoS, SLA that enable the
cloud computing researchers in different areas such as
cloud services discovery. It also provides
recommendations and resource management on how to
benefit from this ontology.

CONCLUSION AND RECOMMENDATIONS

Cloud computing is a technology that provides
everything as a service on-demand like public utilities
(Water, Electricity, ... etc.) over the Internet such as
laaS, paaS, SaaS and other services. Software Oriented
Architecture (SOA) is an architectural approach that
allows integrating and composite the application’s
components in a loosely coupled way during the
development of the applications. Combining SOA and
Cloud Computing have arisen the number of cloud
providers which in consequence allows them to create
different cloud computing services with different
attributes and costs. Every cloud provider describes and
represents the cloud services in its own format normally
using HTML pages because there is no standardization
for representing the cloud services. Searching cloud
services represented in the heterogeneous concepts is a
complex task. However, the ontology has been proved
that it is useful for information retrieval, services
discovery and other areas. In this study, a domain
ontological model for representing the heterogeneous
cloud computing services has been explored. We
followed the METHONTOLOGY methodology during
the constructing of this ontology and the Protégé tool is
used to represent and check the consistency of this
ontology. This developed ontology covers different
aspects of cloud computing such as cloud services
models, cloud computing deployment, service level
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agreements, QoS and others. The evaluation results
show the feasibility and consistency of this ontology. It
can be extended to involve the representation of API
tools concepts which helps the developers to develop
their applications on the cloud.

In future works, we plan to develop a system to
help the cloud providers to represent the cloud services
automatically via this system using ontology learning
and Natural Language Processing (NLP) techniques.
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